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Summary.

In this paper, I propose a novel user authentication scheme that enables to ensure a

security against peeping attack with a video camera. Peeping attack is that an attacker steals victim’s
secret by looking into a victim’s authentication action. In recent days, an attacker uses a video camera
to capture a screen and an operation of the action and such incidents have actually occurred.

The fakePointer has two unique features. First is that is provides a unique double layered user interface
for secret input. It makes hard to steal a secret even by using a video camera. Second is that an answer
operation is randomized in each authentication by using a random secret. These features realize a more

secure authentication against peeping attack with a video camera.
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